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METHODOLOGY
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Findings are from a survey conducted by Angus Reid on behalf of Insurance 
Bureau of Canada from August 6 to 15, 2025, among n= 308 Canadian business 
owners and decision makers who work at companies with up to 500 employees. 
All respondents were members of the online Angus Reid Forum. Interviews were 
conducted in English and French. 

For comparison purposes only, a sample of this size would yield a margin of 
error of +/- 5.6 percentage points, 19 times out of 20. 

Discrepancies in or between totals are due to rounding.
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69% of small and medium-sized business owners and decision 

makers are confident in their understanding of new or emerging cyber risks

Only 48% believe their business is vulnerable to a cyber attack 

or data breach

Only 48% have implemented any form of cyber defence  

HIGHLIGHTS



INCIDENTS OF CYBER ATTACKS & DATA BREACHES
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Almost one-in-five (19%) of surveyed small and medium-sized business (SMB) owners and decision makers say 
their business has experienced a cyber attack or data breach, with 54% saying it happened in the last two years. 

Number of cyber attacks or data breaches experienced among respondents who have experienced a cyber 
attack or data breach: 

43%
46%

25%

19%18%

31%

2%
4%

11%

How many cyber attacks has your business experienced? How many data breaches has your business experienced?

1

2

3

4

5+
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ATTITUDES TOWARDS CYBER RISK
Despite the growing sophistication of cyber attacks, fewer than half of surveyed business owners and 
decision makers at small and medium-sized businesses think their business is vulnerable to a cyber 
attack or data breach.   

Do you agree or disagree with each of the following statements?

I believe my business is too small 
to be a target of cyber attack or 
breach

I have seen an increase in scam 
attempts against my business over 
the last 12 months

There is a chance my business is 
currently vulnerable to a cyber 
attack or data breach 

I believe my employees are the 
biggest risk factor for a cyber 
attack or data breach

I am confident in my business  
ability to withstand a data breach 
or website shutdown

Agree

61%

40%

48%

42%

66%

6%

10%

10%

14%

9%

12%

25%

17%

24%

6%

21%

24%

25%

19%

19%

39%

27%

42%

31%

44%

22%

13%

6%

11%

22%

Don't know Strongly disagree Somewhat disagree Somewhat agree Strongly agree



ATTITUDES TOWARDS CYBER RISK
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The top three cyber risk concerns for surveyed owners and decision makers at small and medium-sized 
businesses is business interruption, the cost of recovering from a cyber attack or data breach and the risk to 
their customers.

What are your primary concerns about cyber risks?

Business interruption

The cost of recovering from a cyber attack

The risk to my customers

Being targeted myself by a cyber criminal

The risk to my business’ reputation

Not having the resources to deal with an attack 

My employees being targeted by a cyber criminal

44%

43%

41%

38%

37%

30%

17%

CONCERNS

27% of respondents 
also say they are 
concerned about 

being sued due to a 
cyber attack. 
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ATTITUDES TOWARDS CYBER SECURITY IN THE WORKPLACE
While seven-in-10 surveyed SMB owners and decision makers say they are doing what they can to 
reduce their business’ cyber risks, only 34% have tested the strength of their cyber security measures.  

Do you agree or disagree with each of the following statements?

Currently cyber security is not a 
financial priority for me

Even with cyber security protocols 
in place it won’t be enough to 
keep my business safe from a 
cyber attack or data breach

I am doing what I can to reduce 
my business’ cyber risks

I have tested the strength of my 
business’ cyber security measures 
(e.g. simulated attack, audit, 
employee testing, etc.)

Agree

64%

40%

70%

34%

5%

17%

6%

9%

8%

18%

11%

30%

23%

25%

12%

27%

40%

32%

51%

22%

24%

8%

19%

12%

Don't know Strongly disagree Somewhat disagree Somewhat agree Strongly agree



BUSINESS ACTIONS TO REDUCE CYBER RISK
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To the best of your ability, please answer the following: 

48%

52%

Has your business implemented 
defences against a possible cyber 
attack?

Is the protection of your data and 
electronic assets a part of your 
annual business planning?

YES

NO / DON’T KNOW
39%

61%



YEAR-OVER-YEAR COMPARISONS

10

49%
55%

37%

72%

41%
44%

28%

65%

Concerned that my business will be hit
by a cyber attack

More concerned about a cyber attack
or data breach than ever before

Believe it isn’t a matter of if, but a 
matter of when my business will be hit 

by a cyber attack

Concerned that AI and other new
technologies will make it harder to

protect against cyber risks

2025 2024

While concern is on the rise for AI-driven cyber risks, only 45% of surveyed SMB owners and decision makers 
say they have policies and training in place to help employees spot AI-generated scams. More than two-thirds 
(67%) have also trained their employees to verify any communication from them asking for help with a 
financial transaction. 



YEAR-OVER-YEAR COMPARISONS
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47%

36% 36%

56%

62%

51%

31% 30%

53%
56%

My business is prepared for a
cyber attack or data breach

We have increased our cyber
security protocols in the last

year

My business has made cyber
security a priority and created

a cyber-safe culture

I am confident my team could
manage a cyber attack, or

know who to contact in the
event of an attack

I have a a good understanding
of my business' cyber risk

2025 2024

While understanding cyber risks and prioritizing cyber security is on the rise among surveyed SMB owners 
and decisions makers, there has been a decrease in respondents who say their business is prepared for a 
cyber attack or data breach. 



Sole 
Proprietor

2-5 5-49 50-500

Is your business insured against a cyber attack? 16% 8% 33% 57%

Does your business have a standalone cyber 
insurance policy?

8% 1% 13% 53%

Are you familiar with cyber insurance? 23% 33% 48% 70%

Do you intend to purchase cyber insurance within 
the next year?

9% 13% 25% 50%

Do you believe your business would qualify for 
cyber insurance if you decided to purchase a 

policy?
27% 37% 48% 63%

Do you know what type of coverage cyber 
insurance provides?

44% 22% 26% 52%
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CYBER INSURANCE FOR BUSINESS OWNERS

Perceptions and understanding around cyber insurance:

By company size ( # of employees)

35%

39%

19%

37%

12%

22%
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SIZE OF COMPANY/ORGANIZATION
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How many employees work at your organization or company?

38%

47%

5%
3%

7%

Sole Proprietor 2-19 20-49 50-99 100-499



WORK ENVIRONMENT 
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9%

32%

24%

35%Employees are in the office/on 
location 100% of the time

Employees are working 
remotely 100% of the time

Employees are working 
remotely and in the office

Don’t know



AGE
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7%

38%

55%

18-34

35-54

55+



YEARS IN BUSINESS
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How long has your business been in operation?

5% 6% 6%

24%

58%

2%

Less than a year 1-2 3-5 6-10 11+ Don't know



LOCATION
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Quebec

15%
British Columbia

20%

Alberta

11%

The Prairies

11%
Ontario

37%

Atlantic Canada

6%
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